INFORMATIONSECURITYAND PRIVACYADVISORYBOARD

Established by the Computer Security Act of 1987
[Amended by the Federal Information Security Modernization Act of 2014]

MEETING AGENDA
October 14 and 15, 2020
Virtual (All Times Listed are EDT)

*Please note: Speakers/times are subject to change without notice.

Wednesday, October 14, 2020
10:00 AM. - 10:30 AM. Welcome and Opening Remarks
Steve Lipner, Chair, ISPAB
Executive Director, SAFECode

10:30 AM. - 11:00 AM. Welcome and ITL Update
Dr. Charles H. Romine
Director, Information Technology Laboratory, NIST

11:00 AM. — 11:15AM. B-R-E-A-K
11:15AM. — 12:00 AM. Bug Bounties and Vulnerability Disclosure in the USG
Alyssa Feola
Cybersecurity Advisor
Technology Portfolio
GSA |FAS | TTS | QQ3

12:00PM. - 1:00P.M. L-U-N-C-H
1:00PM. - 1:45PM.  DHS Binding Operational Directive 20-01 Develop and Publish a
Vulnerability Disclosure Policy
Mike Duffy
Deputy Associate Director, Cybersecurity Division
Cybersecurity and Infrastructure Security Agency

1:45PM. - 2:00PM. B-R-E-A-K
2:00P.M. — 245PM.  NIST Activity in 5G and Beyond Security

Jeff Cichonski — NIST ITL
Nada Golmie — NIST CTL

2:45PM. - 3:00P.M B-R-E-A-K

3:00PM. - 3:30PM.  NIST Cybersecurity and Privacy Update
Matthew Scholl — NIST ITL
Kevin Stine -NIST ITL

330PM. — 4:00P.M. Public Comment; Summary of Day 1 and Board Discussions
4:.00PM. - 4:15PM.  Day Review and Meeting Recessed
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Thursday October 15, 2020

10:00 A.M.

10:45 A M.

11:30 A.M.
11:45 AM.

12:30 P.M.
1:15P.M.

2:00 P.M.

2:45 P.M.
3:00 P.M.

10:45 AM.

11:30 AM.

11:45 AM.
12:30 P.M.

1:15 P.M.
2:00 P.M.

2:45 P.M.

3:00 P.M.
4:00 PM

4:00 P.M.

Hardware Security Issues Overview

Dr. Mark Tehranipoor,

Professor, Cybersecurity and Director, Florida Institute for
Cybersecurity Research, University of Florida

Grand Challenges for Embedded Security Research in a
Connected World—Computing Community Consortium (CCC)
Visioning Workshop Report

Dr. Tomas Vagoun

Cybersecurity and Privacy R&D Technical Coordinator (contractor)
National Coordination Office for

Networking and Information Technology R&D

B-R-E-A-K

Internet of Things Security and Baseline Capabilities
Katerina Megas — NIST
Michael Fagan — NIST

L-U-N-C-H

Industry Bug Bounty Implementations Lessons
Katie Moussouris
CEO Luta Security

Quantum Computing; Current State and Cryptography
Dr. Barbara Goldstein — NIST PML
Dr. Dustin Moody — NIST ITL

B-R-E-A-K

Final Board Reviews, Recommendations and Discussions
Steve Lipner, Chair, ISPAB

Meeting Adjourned
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